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Appendix 7

A Summary of Overseas Practice in Regulating

Obscene and Indecent Content on the Internet
Australia

· The Australian Government promotes a co‑regulatory approach, involving industry, government and the community.

· The Broadcasting Services Amendment (Online Services) Act took effect on 1 January 2000.  The Act establishes a complaints-based legal regime, administered by the Australian Broadcasting Authority, to regulate the carriage of content on the Internet.  Under the regime, ISPs are not liable for material carried on their service.  The primary responsibility for Internet content lies with Internet content providers who must refrain from hosting contents which are rated as “sexually explicit” or “refused classification”.  Once notified of the existence of illegal or highly offensive material on their service, ISPs have a responsibility to remove or block access to such material.

· The content classification system under the Classification (Publications, Films and Computer Games) Act 1995 is used to classify content on Australian Internet sites.

· The Act requires the Internet industry to develop a Code of Practice which, among others, sets out steps that an ISP has to take to prevent or restrict access to illegal or highly offensive material, promotes the development and implementation of Internet content filtering technologies, provides parents with information on how to supervise and control children’s access to Internet content, and advises customers on the availability, use and application of Internet content filtering software.

Canada
· There is no legislation which specifically regulates obscene material on the Internet.  Provisions of the Criminal Code have been used to prosecute offences relating to transmission of obscene material on the Internet.

· The Canadian Association of Internet Providers has developed a Code of Conduct whereby its members will co-operate with government officials, international organisations and law enforcement authorities seeking to clarify the responsibilities for each of the different functions performed by Internet companies.  The Code also provides that ISPs will not knowingly host illegal content and will share information about illegal content for this purpose.  ISPs are also required to make a reasonable effort to investigate legitimate complaints about alleged illegal content or network abuse and will take appropriate action.

Germany
· The Information and Communication Services Law (the Multimedia Law), which established a federal regulatory framework for multimedia, came into effect in August 1997.

· Under the Law, ISPs are responsible for the content they create.  They are responsible for third-party illegal content only if they have knowledge of such content, have technical means to block access to such content and can be reasonably expected to block access to such content.  They are not responsible for third-party content to which they merely provide access.

· ISPs are also required to appoint a youth protection officer to keep electronic information that may be harmful to minors away from children.

· Although there is no specific self-regulatory arrangement among ISPs, they are expected to follow the general principles of self-regulation contained in the German Press Laws.

Japan
· Provisions in the criminal law on obscenity have been used to prosecute offences relating to the transmission of obscene material on the Internet.

· The amended Law on Control and Improvement of Amusement Business, which regulates “image transmission type sex-oriented special amusement business” came into effect in April 1999.  It obliges those who install an automatic public transmission device, including ISPs, to take necessary measures to stop the transmission of obscene images uploaded to the server-computer by the operators of this business.

· On self-regulation by the industry, the Telecom Services Association has drawn up the “Guidelines for Codes of Practice for ISPs”.  The Guidelines provides that if ISPs are aware that illegal/harmful information is posted in the one-to-many communication, they may issue warning to the sender, terminate the sender’s Internet access or even terminate the contract with the sender.

New Zealand
· There is no specific legislation to regulate content on the Internet.  The Films, Videos, and Publications Classification Act regulates on-line pornography.

· The New Zealand Government encourages industry self-regulation. The Internet Society of New Zealand has adopted an Internet Code of Practice which was issued in April 1997.  The Code provides that members of the Code will ensure that adult services hosted in their sites are classified in accordance with a commonly used classification system and managed by subscription enrolments to exclude under‑age subscribers.  Such content will also be accompanied by suitable on-screen warnings.  ISPs have a responsibility to inform parents of precautionary steps they can take to protect minors from harmful materials and to monitor usage.

Singapore
· The Singaporean Government adopts a three-pronged approach in regulating Internet, namely government regulation, industry self-regulation and public education.  Their primary concern on Internet Policy is pornography, violence and incitement of racial or religious hatred.

· On government regulation, the Singapore Broadcasting Authority (SBA) introduced in July 1996 the Internet Class Licence Scheme and Code of Practice to regulate ISPs and Internet content providers (ICPs).  Under the Scheme, all ISPs and ICPs must be licensed.  They have to abide by the Code of Practice which forbids them to create or allow access to sites containing offensive materials, including pornography, violence and materials which may undermine Singapore’s racial and religious harmony.  The primary responsibility for the content remains with the content providers and not the ISPs or server administrators.  SBA will alert ISPs if it comes across or receives any complaints on websites that flout its Internet guidelines.  ISPs have to block users from accessing specific sites when directed by the SBA.  Currently, ISPs are required to limit access to about 100 high-impact pornographic sites.  A light-touch enforcement approach is adopted: an offender will be given a chance to rectify the breach before SBA takes any action.
· On industry self-regulation, ISPs are encouraged to come up with their own acceptable use policies.  They are not required to monitor the Internet or their users’ Internet activities, nor pre-censor content.  ICPs are urged to label the contents of their sites using the Platform for Internet Content Selection system.
United Kingdom
· The Obscene Publications Act 1959 was amended in 1994 to cover computer transmissions within the definition of “publication”.

· The UK adopts a co-regulation approach, which embodies partnership between the Government and the ISP industry, to regulate illegal materials on the Internet.  

· The Internet Watch Foundation (IWF), an industry-funded self-regulatory body, was established in September 1996.  It operates a “hotline” reporting and action system for illegal materials on the Internet, and promotes the use of rating and filtering systems.

· The Code of Practice adopted by the UK Internet Services Providers Association provides that ISPs should ensure that services (excluding third party content) and promotional material do not contain material inciting violence, cruelty or racial hatred and are not used to promote or facilitate practices which are contrary to UK law.  The Code also requires ISPs to provide guidance to customers on filtering software and offer customers such software.  ISPs are also required to provide Police a 24-hour point of contact.  The Code stipulates that its members must comply with notices issued by the IWF requesting prompt removal of specified material from websites or newsgroups.

United States
· The Communication Decency Act (CDA) was passed in February 1996.  Under the CDA, people whose computer facilities are used for the distribution of obscene material are liable for the distribution of that material, regardless of whether the defendant knows about it.  It also criminalises the knowing transmission of obscene or indecent messages to any recipient under 18 years of age, and prohibits the knowing sending or displaying to a person under 18 of any message that, in context, depicts or describes, in terms patently offensive as measured by contemporary standards, sexual or excretory activities or organs.

· The Act also empowers the Federal Communications Commission to prescribe measures (such as a Code of Practice) which are reasonable, effective and appropriate to restrict access to objectionable material.

· In June 1997, the Supreme Court struck down provisions of the CDA which made it an offence to distribute indecent content which a minor may be able to access on the ground that it would interfere with the constitutionally protected right of free speech.  On the other hand, the provisions relating to obscene content have been upheld.

· In July 1997, the President announced a strategy for making the Internet “family friendly” by giving parents and teachers the tools they need to prevent children from getting access to inappropriate material on the Internet, and to guide them towards high-quality educational resources.  Industry leaders and associations agreed to take steps to promote filtering and rating and awareness actions.

· In October 1998, in an attempt to protect minors from harmful materials on the Internet, the Congress passed the Child Online Protection Act (COPA) which makes it an offence to knowingly make any communication for commercial purposes that is available to any minor and that includes material harmful to minors.  “Material harmful to minors” is defined as matter that is obscene, or any material that is designed to appeal to the prurient interest by contemporary community standards, depicts an actual or simulated sexual act or a lewd exhibition of the genitals or post-pubescent female breast in a manner patently offensive to juveniles, and lacks serious literary, artistic, political, or scientific value for minors.

· The US District Court for the Eastern District of Pennsylvania issued in February 1999 a preliminary injunction preventing the COPA from being enforced (except for investigations or prosecution concerning child pornography or obscene material) on the ground that the Act violates the First Amendment in that it infringes the constitutional right of freedom of speech.   The US Government has appealed against the decision and hearing by the US Court of Appeals for the Third Circuit commenced on 4 November 1999.
· The Child Protection Act of 1999 was introduced into Congress on 20 July 1999.  This Act requires schools and libraries to install filters to block obscene materials and child pornography on all computers purchased with Federal funds and with Internet connections that minors can access.
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